US009385970B2

a2z United States Patent (10) Patent No.: US 9,385,970 B2
Chandrachood 45) Date of Patent: Jul. 5, 2016
(54) METHOD AND APPARATUS FOR ASSIGNING 7,076,551 B2 7/2006 Gary
RESOURCES IN A NETWORK NODE 7,277,948 B2  10/2007 Igarashi et al.
7,657,706 B2* 2/2010 Iyeretal. ..o 711/117
(75) Inventor: Santosh Chandrachood, Milpitas, CA 7,706,291 B2 42010 Luft etal.
(US) (Continued)
(73) Assignee: WiChorus, Inc., Santa Clara, CA (US) FOREIGN PATENT DOCUMENTS
(*) Notice: Subject to any disclaimer, the term of this WO WO 2011/044396 A2 42011
patent is extended or adjusted under 35 OTHER PUBLICATIONS
U.S.C. 154(b) by 637 days.
Notification of Transmittal of the International Search Report and
(21) Appl. No.: 12/900,243 Written Opinion of the International Searching Authority; Interna-
tional Application No. PCT/US2010/051874, Date of Mailing: Jun.
(22) Filed: Oct. 7, 2010 30, 2011.
(Continued)
(65) Prior Publication Data
US 2011/0085571 Al Apr. 14, 2011 Primary Examiner — Rhonda Murphy
(74) Attorney, Agent, or Firm — Hamilton, Brook, Smith &
Related U.S. Application Data Reynolds, P.C.
(60) g’rozx(/)igigonal application No. 61/278,486, filed on Oct. (57) ABSTRACT
Achieving resource management within a network process-
(51) Imt.ClL ing unit (NPU) can be challenging due to the NPU’s fixed and
HO4L 12/28 (2006.01) limited instruction set. In the case of large mobile networks,
HO4L 12/931 (2013.01) contexts are dynamic, and each subscriber in the network
HO4L 12/24 (2006.01) consumes multiple hardware resources, where a central pro-
(52) U.S.CL cessing unit (CPU) is typically employed to program indi-
CPC ... HO4L 49/50 (2013.01); HO4L 41/0896 vidual resources even though generally impractical in high-
(2013.01) session rates. To avoid programming individual resources, an
(58) Field of Classification Search example embodiment of the present invention creates a group
None of resources depending on a category, the group being shared
See application file for complete search history. dynamically among subscribers when a subscriber is active in
the network. The example embodiment may include a net-
(56) References Cited work service processor (NSP) located in a forwarding path,

U.S. PATENT DOCUMENTS

6,707,826 Bl 3/2004 Gorday et al.

7,039,026 B2* 5/2006 Francoeur ............ HO04W 88/06
370/328

7,065,083 Bl 6/2006 Oren et al.

7,065,085 B2 6/2006 Shin

'3

NPU 163

NSP 162

]
CONTROL
PLANE
CPU 164

ANCHOR LINE CARD 180a

T
sLow_!
PCiBUS L_

Anchor Line Gard 1602 —-L ]
v

\_ 77
i

such that the NPU may operate in connection with the NSP to
allocate NPU resources using a packetized interface. The
example embodiment achieves resource management within
the NPU without a host CPU’s involvement and without
statically delaying resources.

39 Claims, 5 Drawing Sheets

Mabile Switching Center

@
&

|
|
' 199 [

) AL
Wireless \ 102,738 /%
Wicless i 2T 118 140
ok ! P Gateway Subscriber Multiolexer

! Aware Switch b
i [R]--140d Non-Aware 102

I

i

199

150¢ @“15% L]

150a




US 9,385,970 B2

Page 2
(56) References Cited 2009/0083367 Al 3/2009 Lietal
2009/0086651 Al 4/2009 Luft et al.
U.S. PATENT DOCUMENTS 2009/0116513 Al 5/2009 Gray et al.
2009/0129271 Al 5/2009 Ramankutty et al.

7,719,995 B2 5/2010 Luft 2009/0285225 Al 11/2009 Dahod

7,733,891 B2 6/2010 Reynolds et al. 2010/0191839 Al* 7/2010 Gandhewaretal. .......... 709/220

7,773,510 B2 8/2010 Back et al. 2010/0192207 Al 7/2010 Raleigh

7,855,982 B2  12/2010 Ramankutty et al. 2010/0229192 Al 9/2010 Marilly et al.

8,018,955 B2 9/2011 Agarwal et al. 2010/0325275 Al  12/2010 Van Elburg et al.

8,036,230 B2  10/2011 Gray etal. 2011/0020236 Al 1/2011 Bohmer et al.

8,111,705 Bl 2/2012 Bartlett et al. 2011/0021236 Al 1/2011 Dinan et al.

8,111,707 B2* 2/2012 Riddleetal. ... .370/412 2011/0080886 Al 4/2011 Chandrachood

8,284,786 B2* 10/2012 Mirandette et al. 370/401 2011/0085439 Al 4/2011 Chandrachood et al.

8,381,264 B1* 2/2013 Corddry etal. . 726/3 2011/0085571 Al 4/2011 Chandrachood

8.447,803 B2*  5/2013 Boucher ... HOA4L 12/5693 2011/0087786 Al 4/2011 Chandrachood

370/528 2011/0087798 Al 4/2011 Chandrachood

8,531,945 B2 9/2013 Chandrachood et al. 2011/0238855 Al 9/2011 Korsunsky et al.

8,533,360 B2 9/2013 Chandrachood et al. 2012/0239626 Al* 9/2012 Aysan .............. HO041 45/02

8,745,179 B2* 6/2014 Raghavanetal. ... 709/221 707/674

9,106,563 B2 8/2015 Chandrachood et al.
2001/0049753 Al  12/2001 Gary OTHER PUBLICATIONS
2005/0050136 Al 3/2005 Golla . .. .. .
2006/0026682 Al 2/2006 Zakas International Preliminary Report on Patentability; International
2008/0013470 Al 1/2008 Kopplin Application No. PCT/US2010/051874 Date of Mailing: Apr. 19,
2008/0137646 Al 6/2008 Agarwal et al. 2012.
2008/0155101 Al 6/2008 Welsh et al.
2008/0274729 Al  11/2008 Kim et al. * cited by examiner



US 9,385,970 B2

Sheet 1 of 5

Jul. §5,2016

U.S. Patent

". |||||||||||||||||||||||||||||| =~
m m ! P0G}
I i ]
| i | =7
I H ]
" " “ 661
“ Loyoimg
_ I oJemy-UoN ! POYL
! “ i g, 902k 0g S yomeN
! S i | SEETEN T
I - I
! 5,661 [ = [ (=
“ 66, S " A s 1 S——————————
T RSN : SV |
201 61 [euopoung) * §\
spepoury [Bogy  [;/  SPEO°UTHA0SL 2007 QdvD INIT HOHONY
Remares) egz| . LoL—: T ™
_ YlomiaN $se00y // vm_mﬁ%._n_% - ongiod
1
NOV/ oy / \\ 10MINOD| T "'mO1S
/// HBmEoI \\\ ¢0l1 » v
R 66k (e | O 787 dSN -
! BB~ INVId |« 9l NdN
! H6L 7T NS 204 v1va
1 ‘\ o R .w
! dd anW\ 661 %Now _m:m_ﬁmmo_tetmmu_
D -
| Bupigog” 4 D
| 661
i [ —
| dOHQ asil i o} N\
! ~ =l ' ousy| Q01
0gb— VYV BGLL ! .
et el I "Old

1e1Ua)) BulyoyMS B[Iqop



US 9,385,970 B2

Sheet 2 of 5

Jul. §5,2016

U.S. Patent

¢ 9ld vl
Jjuswiabeuepy
olyel]
INV1d TOMLNOD 862 612
e0oz R ! Lz
- | L (sng10d) -
Il _ _ J_ee < 662 ——
6.2 | i--» ¥92ndo [¢-------- ., / POvC
Awsm _On_v “ " " “ L)z uoiels
. o _—___ ___1 - osed
\.g QN/JH L ompe _”-
6.2 ! Lﬂ v |NdN
_| - |ﬁ| llllll % NdN _\wNN
| ﬂ HH 662 N 30%Z
«————"  hees | oo ——— I 4 . uonels
(SISSYHO V NI s 1-0o% 805 677 | | siorouereq reeo wwlw\ aseq
QuvO LXaN) e | 202 Fg oo mmmmeeoo c0c ____ aceL]] &2 soo|| | O fouqeq
] _ NONAMD 2 dew %m.,m_mz r——iE——- -KZ.N
— ”_ _ m Wyme:ommm €N || | G€2 AHOWIW _”
62T | iTmeey ueuUBissy / —
(MHOMLAN O1) (- 7 | Lo
| uz — _ 66C Hels
|”_ (sng 5oz ||hun dep aseqeleq _Hu oseq
6 \@u _ sy oues) | 14 80n0saY| |1aquosang SN | jEN
i T 7\ \
||||||| S ——
S1¥0d 08Z INVd V1va g 12002 11703 11530 19 S1¥0d N\
EOVANEIN J0V443INI 002
SO T (e1dn1-6) €0z @IqBL UseH SSTHON|




U.S. Patent Jul. 5, 2016 Sheet 3 of 5 US 9,385,970 B2

START

A 4

DETERMINE PROVISIONING
INFORMATION IN DATA
PLANE
380

A 4

PERFORM LOOK-UP OF
DATA PLANE RESOURCES
BASED ON SUBSCRIBER
INFORMATION
381

ASSIGN DATA-PLANE
RESOURCES IN
TRAFFIC PATH

382

END

FIG. 3



U.S. Patent Jul. 5, 2016 Sheet 4 of 5 US 9,385,970 B2

START 400
GTARD y,

Y
DETERMINE PROVISIONING RECEIVE FIRST P%EFé’lfB“’éég%é‘gp
INFORMATION IN DATA »| PACKET AT NPU o rSURBER.
PLANE (NPU) 480 483 T
A T
REPEAT
485
PERFORM LOOK-UP TRANSMIT FIRST
OF SUBSCRIBER | PACKET TO NSP SUBSCRIBER
INFO IN NSP DB (CONTROL PLANE) INFORMATION
488 487 EXISTS?
A
ASSIGN RESOURCES
TO NPU IN FAST-PACKET
PROGESSING PATH COLLECT DATA
489 RESOURCES
l 486
TRANSMIT FROM NSP TO
NPU THE PACKET AND

RESOURCE MAP 90

A

RECEIVE CORRESPONDING PROCESS SUBSEQUENT

SUBSEQUENT PACKETS AT » PACKETS BASED ON

NPU 491 RESOURCE MAP 492
DETERMINE PROGRESS
OF ACTIVITY 493

YES

_.......___-_—.——————’

REPEAT NO
—

MARK RESOURCE AGE-OUT
MAPAS FREE FOR | | FLOW INFO.
NEXT REQUEST FROM CACHE
497 496

NOTIFY NSP W/
«— SUBSCRIBER INFORMATION
AND RESOURCE MAP 495

FIG. 4




U.S. Patent Jul. 5, 2016 Sheet 5 of 5

US 9,385,970 B2

500

77

DETERMINATION MODULE

A 4

i 551
SUBSCRIBER
INFO.

! 552
PROVISIONING INFO

MODU
578

PERFORMANCE

LE

553

DATA PLANE RESOURCES

Yy

579

ASSIGNMENT MODULE

NETWORK NODE 576

FIG. 5



US 9,385,970 B2

1
METHOD AND APPARATUS FOR ASSIGNING
RESOURCES IN A NETWORK NODE

RELATED APPLICATION

This application claims the benefit of U.S. Provisional
Application No. 61/278,486, filed on Oct. 7, 2009, the entire
teachings of which are incorporated herein by reference.

BACKGROUND OF THE INVENTION

Network management systems use network resource man-
agement in telecommunications networks to maintain an
understanding of a status of link resources and allocations,
among other reasons. Resource management is used to track
and manage network capacity, such as bandwidth, as well as
other network resources. Resource management can occur at
many hierarchical levels within a network, such as at traffic
control nodes, gateways, routers, or switches. Within such
nodes are often control circuits, such as central processing
units (CPUs), which communicate with other nodes at a con-
trol plane level via a node-to-node control channel (i.e., inter-
node control channel). The CPUs control states of traffic
modules, such as network processing units (NPUs), operating
at a data plane level via a CPU-to-NPU control channel (i.e.,
intra-node control channel). In a typical NPU programming
paradigm, a host CPU accesses and programs the NPU
resources using a control channel. Communications between
the CPU and NPU may be bidirectional to enable the CPU to
monitor a state of the NPU, or other data plane processors or
modules within the node. Such bidirectional communications
between control and data enables service providers to provi-
sion network nodes based on network congestion or other
states, such as faults within the network, and to maintain
sufficient resources for traffic to traverse network communi-
cations paths without interruption.

SUMMARY OF THE INVENTION

An example embodiment of the present invention is a net-
work functional element, e.g., a line card in a gateway for
assigning resources in a network node. Components inte-
grated with or used by the functional element determine pro-
visioning information in a data plane based on subscriber
information that is available at the data plane. The compo-
nents are configured to look-up data plane resources in order
to determine subscriber services, such that the data plane
resources can be assigned to the subscriber services in the
network node.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing will be apparent from the following more
particular description of example embodiments of the inven-
tion, as illustrated in the accompanying drawings in which
like reference characters refer to the same parts throughout
the different views. The drawings are not necessarily to scale,
emphasis instead being placed upon illustrating embodi-
ments of the present invention.

FIG. 1 is a network diagram including multiple network
elements connected via wireline and wireless mediums.

FIG. 2 is a system diagram illustrating an embodiment of a
functional element of the present invention.

FIG. 3 is a flow chart illustrating an embodiment of the
present invention provisioned to assign resources in a net-
work node.
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FIG. 4 is a flow diagram illustrating an embodiment of the
present invention.

FIG. 5 is ablock diagram illustrating an embodiment of the
present invention.

DETAILED DESCRIPTION OF THE INVENTION

A description of example embodiments of the invention
follows.

Sophisticated resource management employing a network
processing unit (NPU) can be challenging due to fixed and
limited instruction set(s) of the NPU. In a typical NPU pro-
gramming paradigm, a host central processing unit (CPU) has
access to NPU resources; the CPU programs the NPU
resources using a control channel within a network node. This
model is suitable in cases in which contexts are relatively
static and resources are available at all times. However, in the
case of a large mobile network with interconnected networks,
contexts are dynamic and each subscriber in the network can
consume multiple hardware resources, such as statistics
pointers, policers, forwarding entries, and the like. In many
designs, any time new information is learned about the
resources in real-time, the CPU must be involved in order to
program these resources. However, as mobile services
become a more active part of network services overall, CPU
involvement became impractical due to high session rates; for
example, 5-tuple flow information is learned at a rate of over
100K 5-tuples per second.

One example embodiment of the present invention that
leads to suitable resolution of resource allocation in mobile
networks is through avoiding programming individual
resources attached to each subscriber. Alternatively, another
example embodiment creates a pool or group of resources,
divided into categories, for example, which can be shared
dynamically when a flow or subscriber is active in the net-
work.

Embodiments of the present invention include methods,
network elements, and computer readable media products for
assigning resources in a network node by dynamically allo-
cating NPU resources in a fast path (i.e., data plane, as
opposed to a control plane) without a host CPU and without a
static hold on the NPU resources. An example embodiment of
the present invention includes an apparatus, for example, a
functional element, physical or logical, in a network node that
includes a determination module to determine provisioning
information in a data plane based on subscriber information
that is available in the data plane, a performance module that
looks-up data plane resources based on the subscriber infor-
mation in order to determine a subscriber service, and an
assignment module that assigns the data plane resources in
the data plane to the subscriber services in that (or a different)
network node.

Embodiments of the present invention provide various
technical advantages over conventional methods and appara-
tuses for allocating resource in a network node, such as allo-
cating network processing unit resources dynamically in the
fast path, without host central processing unit involvement
and without statically holding-up resources. Some of these
technical advantages are shown and described in the follow-
ing description of the present invention with respect to the
accompanying figures. Certain embodiments of the present
invention may enjoy some, all, or none of these advantages.
Other technical advantages may be readily apparent to those
skilled in the art from the accompanying figures or claims.

FIG. 1 is a network diagram of a network 100 illustrating
aspects of an example embodiment of the invention. The
network 100 can be any type of network configured to enable
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wireless access, such as a wide area network (WAN) having
wireless access thereto, wireless broadband network employ-
ing a Worldwide Interoperability for Microwave Access
(WiMax) network, High Speed Packet Access (HSPA) net-
work, 3’ or 4” Generation Partnership Project Long Term
Evolution (GPP LTE) network, or other commonly employed
or hereafter-developed network. The network 100 can include
at least one access network 101 to interconnect operably with
a number of network elements, which may include, for
example, mobile end user devices (hereinafter “mobile
devices”) 150a-g.

The access network 101 can connect basic network ele-
ments such as a mobility management entity (MME) (not
shown), home location register (HLR) (not shown), home
agent 125, gateways 120a-b, or other known network ele-
ments. The access network 101 connects to at least one base
transceiver station (base station) 140a-f, either directly or
through additional networks, such as an edge network (not
shown), which connects mobile devices 150a-g via a tele-
communications interface or wireless medium, e.g., an air
interface. The home agent 125 further connects the wireless
network 135 portion of the network 100 to external networks,
e.g., the Internet 116 or a mobile switching center 130 con-
taining service portals 115a-d. The service portals 115a-d can
provide support for multiple service types through use of, for
example, an authentication, authorization, and accounting
(AAA) server 115a, dynamic host configuration protocol
(DHCP) server 1155, billing server 115¢, home policy func-
tion (PF) server 1154, or other type of portal that may be used
at the mobile switching center 130. The AAA server 115a
may provide authentication services to validate a subscriber,
authorization to determine the subscriber’s rights, and
accounting to determine subscriber’s usage. The DHCP
server 11556 may provide for address allocation services in a
manual, automatic, or dynamic manner, or as otherwise pro-
vided by a network administrator. The home PF server 1154
may provide general policy rules or application dependent
policy rules. The home PF server 1154 may also evaluate
network requests against the policies and may be associated
with a home policy database, which may be associated with a
network service provider.

Continuing to refer to FIG. 1, traffic 102, originating at a
mobile device such as a portable mobile device 150a, may
travel toward its respective base station 140a via a wireless
medium 199. The base station 140a may, in turn, forward the
traffic 102 to a corresponding gateway 120q via a wired or
wireless medium 199. The gateway 120a can be any of a
multitude of wireless gateways, such as an Access Signaling
Node Gateway (ASN-GN), Gateway GPRS Support Node
(GGSN), Serving General Packet Radio Service Support
Node (SGSN), System Architecture Evolution (SAE) gate-
way, or other currently known or hereafter-developed gate-
way.

An example embodiment of the present invention can
include a subscriber-aware switch, such as switch 119 in FIG.
1, which directs traffic from a subscriber device 150a-g to a
specific line card where the subscriber’s profile is maintained;
for example, the subscriber-aware switch 119 can be config-
ured to determine a subscriber profile or a subscriber identi-
fier associated with the communications traffic 102. The
switch 119 is a subscriber-aware switch and has knowledge of
the subscriber’s profile location or can determine the anchor
line card 160a, among the multiple line cards 160a-f for a
subscriber device. Conversely, previous switches are non-
subscriber-aware switches, for example, such as a multi-
plexer switch 118, which merely switches traffic without
awareness or knowledge of the traffic’s destination. Details of
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a subscriber-aware switch are described further in Appli-
cants’ pending U.S. patent application Ser. No. 12/900,354
filed concurrently Oct. 7, 2010, entitled “Method and Appa-
ratus for Switching Communications Traffic in a Communi-
cations Network” by Santosh Chandrachood and Pawan
Uberoy, which claims priority to Applicants’ U.S. Provisional
Patent Application No. 61/278,496, filed Oct. 7, 2009,
entitled “A Method and Apparatus for Subscriber Distribution
and Load Balancing Using Mid-Plane Design in a Subscriber
Aware Platform Such as ASN Gateway, GGSN, SGSN etc.”
by Chandrachood et al., the entire teachings of both applica-
tions being incorporated herein by reference in their entirety.

In the example network 100, the gateway 1205 contains at
least one functional element, such as a line card 160a, which
supports traffic packets, or other traffic signals, at traffic rates;
multiple line cards in a chassis 1605-fcan also be present.

The functional element 160a (described in more detail
below in reference to FIG. 2) receives the traffic 102, from the
downstream base station 140f, and may perform network
resource functions prior to transmitting the traffic 102 to the
home agent 125 or final destination. The functional element
160a can be an anchor line card, such that the anchor line card
1604 includes information about a subscriber in the network.
For example, a subscriber 150 may have a profile at the line
card 160qa, which is thereby designated as the anchor line card
from among other line cards 1605-f because the subscriber’s
1501 profile is located at that line card 160a. However, any of
the line cards 160a-fat gateway 1205 can be designated as the
anchor line card based on information such as the subscriber
device or a subscriber identifier.

Example embodiments of the present invention provide for
a network processing unit (NPU) 163 to request information
regarding a subscriber in the network 100 from a network
service processor (NSP) 162. The NSP 162, located in a data
plane of the anchor line card 160a, provides a “fast path” (i.e.,
data plane, as opposed to a “slow path.” i.e., control plane)
look-up of subscriber information in the NSP 162 subscriber
database (not shown). The NSP 162 may also provide the
NPU 163 with the subscriber information in a resource map
(not shown) via a traffic rate bus. The traffic rate bus from the
NSP 162 to the NPU 163 allows for high traffic rates without
using a central processing unit (CPU) 164, which is located in
a control plane of the anchor line card 160a and is connected
to the NPU 163 via a PCI bus. The PCI bus and the CPU 164
are slow mechanisms of transfer and cause allocation of
resources to be slow, accordingly, as compared to rates of data
bus.

FIG. 2 is a system diagram 200 of a functional element
260q illustrating aspects of an example embodiments of the
invention. The functional element 260a can be designated as
an anchor functional element (as illustrated in FIG. 1, 160a);
the anchor functional element 260a can be, for example, aline
card in a gateway (not shown). The functional element 260a
can include a network processing unit (NPU) 263, which can
be located on the data plane 280 of the functional element
260a. The NPU 263 operating in the data plane 280 can
include, for example, a table 245, quality of service (QoS)
table 233, or NPU interface 276. Details of QoS are described
further in Applicants’ pending U.S. patent application Ser.
No. 12/900,324 filed concurrently Oct. 7, 2010, entitled
“Method and Apparatus for Efficient Resource Allocation of
Quality of Service Profiles in Mobile Networks” by Santosh
Chandrachood and Henry Fung, which claims priority to
Applicants’ U.S. Provisional Patent Application No. 61/278,
505, filed Oct. 7, 2009, entitled “A Method and Apparatus for
Efficient Resource Allocation of Quality of Service Profiles in
Mobile Networks” by Chandrachood et al., the entire teach-



US 9,385,970 B2

5

ings of both applications being incorporated herein by refer-
ence in their entirety. The functional element 260a can
include further a central processing unit (CPU) 264, which
can operate at the control plane 298. The functional element
260q further can include a network service processor (NSP)
262, which can operate in the data plane 280. The NSP 262
can include, for example, an NSP subscriber database 244,
assignment unit 243, or resource map unit 242. The NSP 262
may be interconnected operably to a deep packet inspection
(DPI) module 269. Details of deep packet inspection are
described further in Applicants’ pending U.S. patent applica-
tion Ser. No. 12/900,346 filed concurrently Oct. 7, 2010,
entitled “Method and Apparatus to Support Deep Packet
Inspection in a Mobile Network™ by Santosh Chandrachood,
Pawan Uberoy and Rehan Jalil, which claims priority to
Applicants’ U.S. Provisional Patent Application No. 61/278,
518, filed Oct. 7, 2009, entitled “Method and Apparatus to
Support Network-Initiated VoIP voice over IP telephony
using deep packet inspection” by Chandrachood and Appli-
cants’ U.S. Provisional Patent Application No. 61/278,519,
filed Oct. 7, 2009, entitled “Method and Apparatus to Support
Transfer of Context Generated Using Deep Packet Inspection
Across Mobile Elements” by Chandrachood et al., the entire
teachings of both applications being incorporated herein by
reference in their entirety.

To begin processing, a traffic packet 202 is sent by a base
station 240d-f, via a wireless interface 299, and received by a
traffic management entity 219, via any of a multitude of
ingress-interface ports 271. The ingress-interface ports 271
being determined based on protocols in the traffic packet 202
or alternatively, determined by a network management entity.
The traffic packet 202 enters the NPU 263 via an NPU inter-
face 276; after examining the traffic packet 202, the NPU 263
may perform a look-up of provisioning information in a sub-
scriber table 244 based on subscriber information available in
the data plane 280.

If NPU 263 cannot locate subscriber information, it can
transmit the first traffic packet 202 to the NSP 262, which can
look-up the subscriber information in an NSP subscriber
database 244. Following locating the subscriber information,
the NSP 262 can create or amend the resource map 232, at a
mapping unit 242, including the located subscriber informa-
tion in a resource map 232 and assign data plane resources in
an assignment unit 243. Data plane resources can include
policers, forwarding entries, QoS parameters 233, subscriber
information or profiles, or other data plane resources. The
NSP 262 returns the first packet 202 to the NPU 263 with the
resource map 232 in a fast-packet processing path 272, such
as a traffic rate bus or control channel; the fast-packet pro-
cessing path 272 can operate at traffic rates or multiples
thereof. Following receipt of the first packet 202 and resource
map 232 at the NPU 263, the NPU 263 can store the resource
map in a memory 235, which can be a ternary content addres-
sable memory (TCAM), or other finite memory. The NPU
263 can dynamically create a hash table entry 203, such as a
S-tuple entry or the dynamically generated table can include
a subscriber Internet protocol (IP) address or other table
entries, in the memory 235, which points to the resources
allocated by the NSP 262 to be used by the NPU 263. The
S-tuple entry can include information, regarding the traffic
packet 202 that was returned from the NSP 262 with the
resource map 232, such as a source, destination, first port,
second port, and protocol to be used.

The NPU may not contain any subscriber information until
it receives a return packet from the NSP.

The NPU 263 can process any subsequent packets, belong-
ing to the first packet flow, based on the resource map 232. In
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an embodiment where subsequent packets, belonging to the
first packet flow of packet 202, continue to arrive, the hash
table entry 203 does not age out of the memory 235; the hash
table entry 203 can auto refresh. Further, the NPU 263 may
determine hardware resources based on packets received
from the NSP 262 in real time, as well as, scaling network
resources using multicast messaging and using the hash table
entry 203.

During periods of idle activity at the NPU 263, such as no
packets entering the functional element 260a, the NPU 263
can notify the NSP 262 with subscriber information and the
resource map 232, so that the NSP 262 may age out flow
information from a cache (not shown), allowing the resource
map 232 to be marked as free and open for another request.
Following process completion of packets mapped to the same
resources, the NPU 263 can forward the packets 202 to an
additional functional element (not shown) using the fabric
265 or the NPU 263 can transmit the processed packets to an
element external to the functional element 260q via any out-
put-egress port 279. The output-egress port 279 can be deter-
mined based on the routing protocol of the traffic packet 202,
for example, the protocol stored in the 5-tuple entry.

In alternative example embodiments, the aging process can
be explicitly provided for via signaling protocols or other
control methods. For example, in the situation of session
initiation protocol (SIP), the SIP will generate a “bye” mes-
sage that will signal a module, such as the NSP, to tear down
resources. Further examples can include the NPU having an
awareness of the signaling that is being torn down and using
such information to signal another module, such as the NSP,
to tear down its resources. In alternative situations the NPU
may not recognize the idle period and can continue to send the
control channel information to the NSP, the NSP can realize
the session is completed and tear down resources.

In alternative example embodiments, additional methods
of table learning can be used, such as, tree, array, radix tree,
hash table, S5-tuple, or other table entries commonly
employed or hereafter developed.

Alternative embodiments of the present invention may
include a module or set of modules in the NSP 262 that collect
subscriber information that can include subscriber identifiers,
subscriber QoS parameters, deep packet inspection (DPI)
parameters, or additional subscriber information, any of
which may be passed between or among the NPU 263 and
NSP 262 as a specialized packet (not shown). In further
alternative embodiments, it is possible to collect information
and assign resources because the NPU 263 and NSP 262 are
operably interconnected. The NPU 263 does not have to
pre-program contexts (e.g., policers, forwarding entries, QoS
parameters, classifiers, etc.) such that the hardware resources
are statically reserved. Such embodiments enable dynamic
resource allocation without involvement of a central process-
ing unit (CPU) 264.

In some example embodiments, QoS can allow for
resource reservation and control or can provide different pri-
orities to different elements of the network. QoS may include,
for example, providing different services based on applica-
tions, subscribers, performance level, data flows, or other
commonly known or here-after developed elements requiring
QoS specifications. QoS parameters can include, for
example, delay, jitter, bitrate, guarantees, bandwidth, or other
commonly employed or hereafter-developed parameters per-
taining to QoS in a network.

In alternative example embodiments of the present inven-
tion, network resources or hardware resources can include,
for example, NPU, CPU, or other hardware resources such as
search capabilities, TCAM, control functions, statistics,
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memory channels, fabric buffering memory, fabric back-
plane, or other commonly known or hereafter developed net-
work resources. Details of network and hardware resources
are described further in Applicants’ pending U.S. patent
application (Serial Number not yet assigned) being filed con-
currently herewith, entitled “Method and Apparatus to Report
Resource Values in a Mobile Network™ by Santosh Chandra-
chood, which claims priority to Applicants’ U.S. Provisional
Patent Application No. 61/278,520, filed Oct. 7, 2009,
entitled “A Method and Apparatus to Read Large Hardware
Counters in a Scalable Way” by Chandrachood et al., the
entire teachings of both applications being incorporated
herein by reference in their entirety.

Further example embodiments of the present invention
may include the traffic packet 202 sent from a second func-
tional element (not shown) to the functional element 260a via
the fabric 265 or the traffic packet 202 may enter the NPU 263
directly without entering a traffic management entity 219.
Alternative embodiments of the present invention can con-
nect hardware components, for example, the CPU 264,
memory 235, NPU 263, NSP 262, or additional components
used in a line card, via component subsystems, such as PCI
bus 273, or other known or future developed methods for
operably interconnecting hardware. Alternatively, example
embodiments of the present invention can include any of the
NPU, CPU, or NSP operating in the control plane of the
functional element.

FIG. 3 is a flow chart 300 of an embodiment of the present
invention illustrating assigning resources in a network node,
such as the gateway 1205 of FIG. 1.

In the example flow chart 300, a determination is made as
to the provisioning information available or existing in a data
plane based on subscriber information available in the data
plane (380). Next, a look-up of data plane resources is per-
formed to determine subscriber services based on the sub-
scriber information available in the data plane (381). Finally,
the data plane resources are assigned to the subscriber ser-
vices in the network node (382).

FIG. 4 is a flow diagram 400 illustrating an embodiment of
the present invention in which an assignment of data plane
resources in a network node, such as the gateway 12056 of F1G.
1, is performed using a resource assignment procedure. The
example embodiment is performed in reference to a network
node having a configuration consistent with the example
embodiment of FIG. 2. Other node configurations can result
in a resource assignment procedure different from the
example described in reference to the example of FIG. 4.

After beginning, the assignment procedure of FIG. 4 deter-
mines provisioning information in the data plane (480),
where the data plane includes a network processing unit
(NPU). The NPU receives a first packet (483) and performs a
look-up of subscriber information at the NPU (484). A deter-
mination is made as to whether the subscriber information
exists at the NPU (485); if subscriber information exists at the
NPU, data resources for that subscriber are collected and the
procedure ends. Alternatively, if no subscriber information
exists at the NPU, the packet is transmitted to a network
service processor (NSP) (487), where the NSP is also in the
data plane or can be logically or physically configured to
operate with the data plane.

Once the packet is transmitted to the NSP, the NSP per-
forms a look-up of the subscriber information associated with
or corresponding to the received traffic packet in an NSP
database (488). The NSP provides the subscriber information
and assigns associated data plane resources, optimally in a
form of a resource map, in a fast-packet-processing path (i.e.,
in the data plane), to the NPU (489). The NSP and transmits
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the traffic packet and associated resource map, including at
least the data plane resources, to the NPU (490). Once the
traffic packet and resource map are received by the NPU, and
upon receiving corresponding subsequent packets at the NPU
(491), the NPU can process the subsequent packets by
employing the resource map (492).

Following completion of processing the traffic flow or dur-
ing intervals as may be determined by a network management
entity, the NPU can determine if traffic activity is idle (493).
If traffic is not idle, the NPU can continue to receive corre-
sponding subsequent packets (491). However, if it is deter-
mined that traffic is idle, the NPU can notify the NSP of the
idle status and include the currently known subscriber infor-
mation and corresponding resource maps (495). Alterna-
tively, the NPU can notify the NSP of idle status without
additional information. The NSP ages-out flow information
from a cache (496) and marks resources, such as the resource
map, free for a next request for alook-up from the NPU (497).
A determination is made as to whether a packet not affiliated
with subscriber information currently known by the NPU is
received (498); if such packet is identified, the procedure of
the flow diagram 400 begins again (480).

FIG. 5 is a block diagram 500 of a network node 576
illustrating aspects of an example embodiment of the present
invention. The block diagram 500 can be a physical or logical
representation and may exist, for example, in a line card at a
gateway node in a network, such as the network 100 of FIG.
1, or distributed among multiple different physical or logical
network elements. The example embodiment of the block
diagram 500 can include a determination module 577, per-
formance module 578, and assignment module 579 according
to an example embodiment of the present invention. Accord-
ing to the example embodiment, the determination module
577 determines provisioning information 551 based on sub-
scriber information 552 available in a data plane and can pass
that information to the performance module 578. The perfor-
mance module 578 uses the subscriber information 551 to
perform a look-up of data plane resources 553, which can be
passed as information to the assignment module 579. The
assignment module 579 assigns the data plane resources 553
to subscriber services.

Further example embodiments of the present invention
may include a non-transitory computer readable medium
containing instructions that may be executed by a processor,
and, when executed by the processor, cause the processor to
monitor the information, such as status, of at least a first and
second network element. It should be understood that ele-
ments of the block and flow diagrams described herein may
be implemented in software, hardware, firmware, or other
manifestation available in the future. In addition, the elements
of the block and flow diagrams described herein may be
combined or divided in any manner in software, hardware, or
firmware. If implemented in software, the software may be
written in any language that can support the example embodi-
ments disclosed herein. The software may be stored in any
form of computer readable medium, such as random access
memory (RAM), read only memory (ROM), compact disk
read only memory (CD-ROM), and so forth. In operation, a
general purpose or application-specific processor loads and
executes the software in a manner well understood in the art.
It should be understood further that the block and flow dia-
grams may include more or fewer elements, be arranged or
oriented differently, or be represented differently. It should be
understood that implementation may dictate the block, flow,
and/or network diagrams and the number of block and flow
diagrams illustrating the execution of embodiments of the
invention.
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While this invention has been particularly shown and
described with references to example embodiments thereof, it
will be understood by those skilled in the art that various
changes in form and details may be made therein without
departing from the scope of the invention encompassed by the
appended claims.

What is claimed is:

1. A method for assigning resources in a network node, the
method comprising:

determining provisioning information in a data plane as a
function of subscriber information available in the data
plane;

performing a look-up of data plane resources in the data
plane, based on reception of a traffic packet in a traffic
flow, as a function of the subscriber information to deter-
mine subscriber services;

determining whether the subscriber information exists at a
traffic processing element operating in the data plane
and collecting data resources based on a first determina-
tion that the subscriber information exists; and

assigning, in a fast-packet processing path in the data
plane, the data plane resources in the data plane to the
subscriber services in the network node, based on a
second determination that the subscriber information
does not exist at the traffic processing element, the
assigning enabling processing of subsequent packets of
the traffic flow based on the data plane resources
assigned.

2. The method of claim 1 wherein the determining, per-
forming, and assigning are performed dynamically based on
traffic received in the data plane.

3. The method of claim 1, wherein the look-up is a first
look-up, the traffic processing element is a network process-
ing unit (NPU), and further wherein the method of claim 1
further comprises:

(1) following receipt of a first packet at the NPU, perform-

ing the first look-up in the NPU;

(ii) looking-up the subscriber information and collecting
the data resources in the NPU;,

(iii) if no subscriber information is found, transmitting the
first packet to a network service processor (NSP);

(iv) performing, at the NSP, a second look-up of the sub-
scriber information in a NSP database and, by the NSP,
assigning the data plane resources in the fast-packet
processing path to the NPU;

(v) feeding-back the first packet with a resource map from
the NSP to the NPU;

(vi) processing subsequent packets at the NPU employing
the resource map received;

(vii) during idle activity, notifying the NSP with subscriber
information and resource map and aging out flow infor-
mation from a cache;

(viil) marking the resource map free for a next request; and

(ix) repeating (i)-(viii) for each new packet.

4. The method of claim 3 further comprising employing
specialized packets from the NSP to the NPU to forward
subscriber information.

5. The method of claim 1, wherein the traffic processing
element is a processing unit (NPU), and the method of claim
1 further comprises determining in real-time, NPU resources
atthe NPU based on packets received from a network service
processor (NSP), the NPU being interconnected operably to
the NSP.

6. The method of claim 5 further comprising scaling
resources, at the NPU, using multicast messaging.

7. The method of claim 5 further comprising using a hash
table entry with 5-tuple resources in the NPU.

10
8. The method of claim 5 wherein the NPU includes a
packetized interface.
9. The method of claim 1 further comprising:
collecting subscriber identifiers;
5 collecting subscriber quality of service (QoS) parameters;
and

honoring deep packet inspection parameters based on at
least a subset of the subscriber identifiers and QoS
parameters.

10. The method of claim 1 further comprising counting
resources in the data plane including static and dynamic
resource counting.

11. The method of claim 1, wherein the traffic processing
element is a processing unit (NPU), and further wherein the
method of claim 1 further comprises:

operatively coupling the NPU to a network service proces-
sor (NSP) in the data plane, wherein the NSP in the data
plane provides subscriber information for a subscriber in
the network in response to a request from the NPU in the
data plane and assigns associated data plane resources in
the data plane, in a form of a resource map, to the NPU
in the data plane.

12. The method of claim 11 wherein the NPU is configured

to process traffic packets by employing the resource map.

13. The method of claim 1 wherein assigning the data plane
resources in the data plane includes assigning at least one of
a policer, forwarding entry, or classifier to the subscriber
services based on the look-up performed.

14. A functional element for assigning resources in a net-
work node, the functional element comprising:

a determination module configured to determine provi-
sioning information in a data plane as a function of
subscriber information available in the data plane;

a traffic processing element operating in the data plane;

a performance module configured to perform a look-up of
data plane resources in the data plane, based on recep-
tion of atraffic packet in a traffic flow, as a function of the
subscriber information to determine subscriber services,
and to determine whether the subscriber information
exists at the traffic processing element, the traffic pro-
cessing element configured to collect data resources
based on a first determination that the subscriber infor-
mation exists; and

an assignment module configured to assign, in a fast-
packet processing path in the data plane, the data plane
resources in the data plane to the subscriber services in
the network node, based on a second determination that
the subscriber information does not exist at the traffic
processing element, the assignment enabling processing
of subsequent packets of the traffic flow based on the
data plane resources assigned.

15. The functional element of claim 14 wherein the deter-
mination module, performance module, and assignment
module are configured to operate dynamically based on traffic
received in the data plane.

16. The functional element of claim 14 wherein the look-up
is a first look-up and further wherein:

the traffic processing element is a network processing unit
(NPU) configured to:

(1) perform a look-up function following receipt of a
packet;

(ii) look-up subscriber information and collect the data
resources in the NPU;,

(iii) if no subscriber information is found, transmit a first
packet to a network service processor (NSP), the NSP
configured to perform a second look-up of the sub-
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scriber information in a NSP database and assign the
data plane resources in the fast-packet processing
path to the NPU;

(iv) receive the first packet with a resource map from the
NSP;

(v) process subsequent packets employing the resource
map received;

(vi) notify the NSP, during idle activity, with subscriber
information and resource map and configured to age
out flow information from a cache, where the resource
mayp is marked free for a next request; and

further wherein:

(vii) the NPU and NSP are configured to operate on each
new packet.

17. The functional element of claim 14 wherein the traffic
processing element is a network processing unit (NPU) fur-
ther configured to determine, in real-NPU resources at the
NPU based on packets received from a network service pro-
cessor (NSP).

18. The functional element of claim 17 wherein the NPU is
further configured to scale resources using multicast messag-
ing.

19. The functional element of claim 17 wherein the NPU is
further configured to use a hash table entry with 5-tuple
resources.

20. The functional element of claim 17 wherein the NSP
and the NPU are further configured to employ specialized
packets there between.

21. The functional element of claim 14 further comprising:

a collection module coupled to the assignment module and

configured to collect subscriber identifiers and sub-

scriber quality of service (QoS) parameters; and

a deep packet inspection module configured to honor deep

packet inspection parameters based on at least a subset

of the subscriber identifiers and QoS parameters.

22. The functional element of claim 14 comprising at least
one of a static resource counter and a dynamic resource
counter.

23. A non-transitory computer program product including
a computer readable medium having computer readable
instructions stored thereon, wherein the computer readable
instructions when executed by a processor, cause the proces-
sor to:

determine provisioning information in a data plane as a

function of subscriber information available in the data

plane;

perform a look-up of data plane resources in the data plane,

based on reception of a traffic packet in a traffic flow, as

a function of the subscriber information;

determine whether the subscriber information exists at a

traffic processing element operating in the data plane

and collect data resources based on a first determination
that the subscriber information exists; and

assign, in a fast-packet processing path in the data plane,

the data plane resources in the data plane to the sub-
scriber services in the network node, based on a second
determination that the subscriber information does not
exist at the traffic processing element, the assigning
enabling processing of subsequent packets of the traffic
flow based on the data plane resources assigned.

24. A method for assigning resources in a network node,
the method comprising:

determining provisioning information in a data plane as a

function of subscriber information available in the data

plane;

performing a first look-up of data plane resources in the

data plane, based on reception of a traffic packet in a
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traffic flow, as a function ofthe subscriber information to
determine subscriber services;

assigning, in a fast-packet processing path in the data
plane, the data plane resources in the data plane to the
subscriber services in the network node, the assigning
enabling processing of subsequent packets of the traffic
flow based on the data plane resources assigned; and

(1) following receipt of a first packet at a network process-
ing unit (NPU), performing the first look-up in the NPU;

(i1) looking-up the subscriber information and collecting
data resources in the NPU,

(ii1) if no subscriber information is found, transmitting the
first packet to a network service processor (NSP);

(iv) performing, at the NSP, a second look-up of the sub-
scriber information in a NSP database and, by the NSP,
assigning the data plane resources in the fast-packet
processing path to the NPU;

(v) feeding-back the first packet with a resource map from
the NSP to the NPU;

(vi) processing subsequent packets at the NPU employing
the resource map received;

(vii) during idle activity, notifying the NSP with subscriber
information and resource map and aging out flow infor-
mation from a cache;

(viil) marking the resource map free for a next request; and

(ix) repeating (i)-(viii) for each new packet.

25. The method of claim 24 further comprising employing
specialized packets from the NSP to the NPU to forward
subscriber information.

26. The method of claim 24 further comprising determin-
ing, in real-time, NPU resources at the NPU based on packets
received from a network service processor (NSP), the NPU
being interconnected operably to the NSP.

27. The method of claim 24 further comprising scaling
resources, at the NPU, using multicast messaging.

28. The method of claim 24 further comprising using a
hash table entry with 5-tuple resources in the NPU.

29. The method of claim 24 wherein the NPU includes a
packetized interface.

30. The method of claim 24 further comprising:

collecting subscriber identifiers;

collecting subscriber quality of service (QoS) parameters;
and

honoring deep packet inspection parameters based on at
least a subset of the subscriber identifiers and QoS
parameters.

31. The method of claim 24 further comprising counting
resources in the data plane including static and dynamic
resource counting.

32. A functional element for assigning resources in a net-
work node, the functional element comprising:

a determination module configured to determine provi-
sioning information in a data plane as a function of
subscriber information available in the data plane;

a performance module configured to perform a first look-
up of data plane resources in the data plane, based on
reception of a traffic packet in a traffic flow, as a function
of the subscriber information to determine subscriber
services; and

an assignment module configured to assign, in a fast-
packet processing path in the data plane, the data plane
resources in the data plane to the subscriber services in
the network node, the assignment enabling processing
of subsequent packets of the traffic flow based on the
data plane resources assigned; and

a network processing unit (NPU) configured to:
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(1) perform a look-up function following receipt of a
packet;

(i1) look-up subscriber information and collect data
resources in the NPU;,

(iii) if no subscriber information is found, transmit a first
packet to a network service processor (NSP), the NSP
configured to perform a second look-up of the sub-
scriber information in a NSP database and assign the
data plane resources in the fast-packet processing
path to the NPU;

(iv) receive the first packet with a resource map from the
NSP;

(v) process subsequent packets employing the resource
map received;

(vi) notify the NSP, during idle activity, with subscriber
information and resource map and configured to age
out flow information from a cache, where the resource
mayp is marked free for a next request; and

wherein:

(vii) the NPU and NSP are configured to operate on each
new packet.

33. The functional element of claim 32 wherein the deter-
mination module, performance module, and assignment
module are configured to operate dynamically based on traffic
received in the data plane.
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34. The functional element of claim 32 wherein the NPU is
further configured to determine, in real-time, NPU resources
at the NPU based on packets received from the NSP.

35. The functional element of claim 32 wherein the NPU is
further configured to scale resources using multicast messag-
ing.

36. The functional element of claim 32 wherein the NPU is
further configured to use a hash table entry with 5-tuple
resources.

37. The functional element of claim 32 wherein the NSP
and the NPU are further configured to employ specialized
packets there between.

38. The functional element of claim 32 further comprising:

a collection module coupled to the assignment module and

configured to collect subscriber identifiers and sub-
scriber quality of service (QoS) parameters; and

a deep packet inspection module configured to honor deep

packet inspection parameters based on at least a subset
of the subscriber identifiers and QoS parameters.

39. The functional element of claim 32 comprising at least
one of a static resource counter and a dynamic resource
counter.
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